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Priority Re-marking Configuration

About This Chapter

This chapter describes how to configure priority re-marking.

8.1 Overview of Priority Re-marking

8.2 Application Scenarios for Priority Re-marking

8.3 Licensing Requirements and Limitations for Priority Re-marking
8.4 Configuring Priority Re-marking

8.5 Configuration Examples for Priority Re-marking

8.1 Overview of Priority Re-marking

Modular QoS Command-Line Interface (MQC) is used to implement priority re-
marking.

The priority determines the packet scheduling or forwarding sequence. Packets of
different types are scheduled or forwarded based on priorities.

Priority re-marking technology increases or reduces the priority to change packet
transmission. For example, priority re-marking technology re-marks 802.1p
priorities in VLAN packets so that the device schedules or forwards VLAN packets
based on the re-marked 802.1p priorities. This changes transmission of VLAN
packets on the Layer 2 network.

This document describes how to use MQC to implement priority re-marking.
Priority re-marking allows the device to re-mark priorities of packets matching
traffic classification rules. The packets that require a short delay and high service
quality can be re-marked with a high priority so that the packets can be
preferentially scheduled or forwarded. Similarly, the priority of packets that have
no special requirements on the delay or service quality can be reduced so that the
device provides sufficient network resources for high-priority packets.
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8.2 Application Scenarios for Priority Re-marking

Priority Re-marking

Priority re-marking technology re-marks the packets that require a short delay and
high service quality with a high priority so that the packets can be preferentially
scheduled or forwarded.

As shown in Figure 8-1, packets of different services are identified by 802.1p
priorities on the LAN. When packets reach the WAN, it is required that
differentiated services are provided based on DSCP priorities.

Figure 8-1 Networking of priority re-marking
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Configure priority re-
marking in the inbound
direction

Service Deployment
e Configure a traffic classifier and define a matching rule based on 802.1p
priorities to differentiate voice, video, and data packets.
e Configure a traffic behavior to re-mark different DSCP priorities for packets of
voice, video, and data services. The priorities of voice, video, and data services
are in descending order.
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e Configure a traffic policy, bind the traffic classifier and traffic behavior to the
traffic policy, and apply the traffic policy to the inbound direction of RouterA
so that the priorities of voice, video, and data services are in descending order
on the Layer 3 network.

8.3 Licensing Requirements and Limitations for Priority
Re-marking

Involved Network Elements

Other network elements are not required.

Licensing Requirements

Priority re-marking is a basic feature of a router and is not under license control.

Feature Limitations

None

8.4 Configuring Priority Re-marking

Context
Priority re-marking allows the device to re-mark priorities of packets matching
traffic classification rules so that packets are scheduled or forwarded based on re-
marked priorities.

Procedure

1. Configure a traffic classifier.

a. Run system-view
The system view is displayed.
b. Run traffic classifier classifier-name [ operator { and | or } ]
A traffic classifier is created and the traffic classifier view is displayed.
and indicates that rules are ANDed with each other.
" |f a traffic classifier contains ACL rules, packets match the traffic

classifier only when they match one ACL rule and all the non-ACL
rules.

" |f a traffic classifier does not contain ACL rules, packets match the
traffic classifier only when the packets match all the non-ACL rules.

or indicates that the relationship between rules is OR. Packets match a
traffic classifier as long as packets match only one rule of the traffic
classifier.

By default, the relationship between rules in a traffic classifier is OR.
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Run the following commands as required.

Matching Rule

Command

Outer VLAN ID

if-match vlan-id start-vian-id [ to end-vian-
id]

Inner VLAN IDs in
QinQ packets

if-match cvlan-id start-vian-id [ to end-vian-
id]

802.1p priority in
VLAN packets

if-match 8021p 8027p-value &<1-8>

Inner 802.1p priority
in QinQ packets

if-match cvlan-8021p 8027p-value &<1-8>

EXP priority in MPLS
packets
(AR1200&AR2200&A
R3200&AR3600
series)

if-match mpls-exp exp-value &<1-8>

Destination MAC
address

if-match destination-mac mac-address [ mac-
address-mask mac-address-mask ]

Source MAC address

if-match source-mac mac-address [ mac-
address-mask mac-address-mask ]

DLCI value in FR
packets

if-match dlci start-dlci-number [ to end-dlci-
number ]

DE value in FR
packets

if-match fr-de

Protocol type field
encapsulated in the
Ethernet frame
header

if-match [2-protocol { arp | ip | mpls | rarp |
protocol-value }

All packets

if-match any

DSCP priority in IP
packets

if-match [ ipv6 ] dscp dscp-value &<1-8>
NOTE
If DSCP priority matching is configured in a traffic
policy, the SAE220 (WSIC) and SAE550 (XSIC) cards

do not support redirect ip-nexthop /p-address post-
nat.

IP precedence in IP
packets

if-match ip-precedence /p-precedence-value
&<1-8>

NOTE
if-match [ ipv6 ] dscp and if-match ip-precedence
cannot be configured simultaneously in a traffic
classifier where the relationship between rules is
AND.

Layer 3 protocol type

if-match protocol { ip | ipv6 }
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Matching Rule

Command

QoS group index of
packets

if-match qos-group gos-group-value

IPv4 packet length

if-match packet-length min-length [ to max-
length ]

PVC information in
ATM packets

if-match pvc vpi-numberfvci-number

RTP port number

if-match rtp start-port start-port-number
end-port end-port-number

SYN Flag in the TCP
packet header

if-match tcp syn-flag { ack | fin | psh | rst |
syn|urg}”

Inbound interface

if-match inbound-interface /nterface-type
interface-number

Outbound interface

if-match outbound-interface Cellular
interface-number:channel

ACL rule

if-match acl { ac/-number| acl-name '}
NOTE

e Before defining a matching rule for traffic
classification based on an ACL, create the ACL.

e To use an ACL in a traffic classifier to match the
source IP address, run the qos pre-nat command
on an interface to configure NAT pre-
classification. NAT pre-classification enables the
NAT-enabled device to carry the private IP
address before translation on the outbound
interface so that the NAT-enabled device can
classify IP packets based on private IP addresses
and provide differentiated services.

ACLS6 rule

if-match ipv6 acl { acl-number| acl-name}
NOTE

e Before defining a matching rule for traffic
classification based on an ACL, create the ACL.

e To use an ACL in a traffic classifier to match the
source IP address, run the qos pre-nat command
on an interface to configure NAT pre-
classification. NAT pre-classification enables the
NAT-enabled device to carry the private IP
address before translation on the outbound
interface so that the NAT-enabled device can
classify IP packets based on private IP addresses
and provide differentiated services.

Application protocol

if-match application application-name [ user-
set user-set-name] [ time-range time-name ]
NOTE

Before defining a matching rule based on an

application protocol, enable Smart Application
Control (SA) and load the signature file.
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Matching Rule Command
SA group if-match category category-name [ user-set
user-set-name] [ time-range time-name ]
NOTE

e Before defining a matching rule based on an
application protocol, enable Smart Application
Control (SA) and load the signature file.

User group if-match user-set user-set-name [ time-range
time-range-name |

d. Run quit
Exit from the traffic classifier view.
2. Configure a traffic behavior.

a. Run traffic behavior behavior-name

A traffic behavior is created and the traffic behavior view is displayed, or
the view of an existing traffic behavior is displayed.

b. Run the following commands as required.

®"  Run remark 8021p 8027p-value

The device is configured to re-mark the 802.1p priority in packets
matching the traffic classifier.

®"  Run remark cvlan-8021p 8021p-value

The device is configured to re-mark the inner 802.1p priority in QinQ
packets matching the traffic classifier.

"  Run remark dscp { dscp-name | dscp-value}

The device is configured to re-mark the DSCP priority in packets
matching the traffic classifier.

"  (AR1200&AR2200&AR3200&AR3600) Run remark mpls-exp exp-
value

The device is configured to re-mark the EXP priority in packets
matching the traffic classifier.

®"  Run remark fr-de fr-de-value
The device is configured to re-mark the DE value in FR packets
matching the traffic classifier.

®"  Run remark local-precedence /local-precedence-value
The device is configured to re-mark the internal priority in packets
matching the traffic classifier.

(1 NOTE

If the traffic behavior is configured with remark 8021p, remark mpls-exp,
and remark dscp, but not remark local-precedence, the device re-marks
the local priority of packets with 0.

¢. Run quit
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d.

Exit from the traffic behavior view.
Run quit
Exit from the system view.

Configure a traffic policy.

a.

Run system-view
The system view is displayed.
Run traffic policy policy-name

A traffic policy is created and the traffic policy view is displayed, or the
view of an existing traffic policy is displayed.

By default, no traffic policy is created in the system.

Run classifier classifier-name behavior behavior-name [ precedence
precedence-value ]

A traffic behavior is bound to a traffic classifier in a traffic policy.

By default, no traffic classifier or traffic behavior is bound to a traffic
policy.

Run quit

Exit from the traffic policy view.

Run quit

Exit from the system view.

Apply the traffic policy.

Apply the traffic policy to an interface.

i.  Run system-view
The system view is displayed.

ii. Run interface interface-type interface-number.subinterface-
number ]

The interface view is displayed.
iii. Run traffic-policy policy-name { inbound | outbound }

The traffic policy is applied to the inbound or outbound direction on
the interface.

By default, no traffic policy is applied to an interface.
Apply the traffic policy to an interzone.

(11 NOTE

Only the ART100&AR120&AR150&ART60&AR200 series routers support this
configuration.

i.  Run system-view
The system view is displayed.
ii. Run firewall interzone zone-name1 zone-name2
An interzone is created and the interzone view is displayed.
By default, no interzone is created.
You must specify two existing zones for the interzone.
iii. Run traffic-policy policy-name
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The traffic policy is bound to the interzone.
By default, no traffic policy is bound to an interzone.
- Apply the traffic policy to a BD.

(1 NOTE

Only the ART00&ART20&AR150&ART60&AR200&AR1200 series routers and the
AR2220E support this configuration.

i.  Run system-view
The system view is displayed.

ii. Run bridge-domain bd-id
A BD is created and the BD view is displayed.
By default, no BD is created.

iii. Run traffic-policy policy-name { inbound | outbound }
The traffic policy is applied to the BD.
By default, no traffic policy is applied to a BD.

- Apply the traffic policy in the system view.

i.  Run system-view
The system view is displayed.

ii. Run traffic-policy policy-name global bind interface { /nterface-
type interface-number }&<1-16>

The traffic policy is applied to the system and bound to the interface.

By default, no traffic policy is applied to the system or bound to any
interface of an AR.

(1 NOTE

Classifiers in a global traffic policy cannot be used to match the EXP field of
MPLS packets or applied to IPv6 packets. The remark mpls-exp action cannot
be configured in a global traffic policy.

If an interface-based traffic policy is applied to the interface where a global
traffic policy is applied, the traffic policies take effect according to the following
rules:

e If the redirecting action is configured in both traffic policies, only the
redirecting behavior in the interface-based traffic policy is valid.

° In other cases, the device executes the traffic behavior in the interface-
based traffic policy and then the traffic behavior in the global traffic policy.

Verifying the Configuration

Run the display traffic classifier { system-defined | user-defined }
[ classifier-name ] command to check the traffic classifier configuration.

Run the display traffic behavior { system-defined | user-defined }
[ behavior-name ] command to check the traffic behavior configuration.

Run the display traffic policy user-defined [ policy-name [ classifier
classifier-name ] ] command to check the traffic policy configuration.

Run the display traffic-policy applied-record [ policy-name] command to
check the application record of a traffic policy.
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8.5 Configuration Examples for Priority Re-marking

8.5.1 Example for Configuring

Networking Requirements

Priority Re-marking

As shown in Figure 8-2, voice, video, and data terminals on the enterprise's LAN
connect to Eth2/0/0 and Eth2/0/1 of RouterA through SwitchA and SwitchB. These

terminals connect to the WAN

through GE3/0/0 of RouterA.

Packets of different services are identified by 802.1p priorities on the LAN. When
packets reach the WAN through GE3/0/0, it is required that differentiated services

are provided based on DSCP pr

jorities.

Figure 8-2 Networking for configuring priority re-marking
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Configuration Roadmap

802.1p priorities are re-marked

with DSCP priorities to implement differentiated

services. The configuration roadmap is as follows:

1. Create VLANs and VLANIF

that enterprise users can a

2. Configure traffic classifiers
priorities.

3. Configure traffic behaviors
with DSCP priorities.

4. Configure a traffic policy o

interfaces on RouterA and configure interfaces so
ccess the WAN-side network through RouterA.
on RouterA to classify packets based on 802.1p

on RouterA to re-mark 802.1p priorities of packets

n RouterA, bind the configured traffic behaviors

and traffic classifiers to the traffic policy, and apply the traffic policy to
Eth2/0/0 and Eth2/0/1 in the inbound direction so that packets are re-marked.
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Procedure

Step 1 Create VLANs and configure interfaces.
# Create VLAN 20 and VLAN 30 on RouterA.

<Huawei> system-view
[Huawei] sysname RouterA
[RouterA] vlan batch 20 30

# Configure Eth2/0/0 and Eth2/0/1 as trunk interfaces, and add Eth2/0/0 to VLAN
20 and Eth2/0/1 to VLAN 30.

[RouterA] interface ethernet 2/0/0
[RouterA-Ethernet2/0/0] port link-type trunk
[RouterA-Ethernet2/0/0] port trunk allow-pass vlan 20
[RouterA-Ethernet2/0/0] quit

[RouterA] interface ethernet 2/0/1
[RouterA-Ethernet2/0/1] port link-type trunk
[RouterA-Ethernet2/0/1] port trunk allow-pass vlan 30
[RouterA-Ethernet2/0/1] quit

(10 NOTE

Configure the interface of SwitchA connected to RouterA as a trunk interface and add it to
VLAN 20.

Configure the interface of SwitchB connected to RouterA as a trunk interface and add it to
VLAN 30.

# Create VLANIF 20 and VLANIF 30, and assign IP address 192.168.2.1/24 to
VLANIF 20 and IP address 192.168.3.1/24 to VLANIF 30.

[RouterA] interface vlanif 20
[RouterA-Vlanif20] ip address 192.168.2.1 24
[RouterA-Vlanif20] quit

[RouterA] interface vlanif 30
[RouterA-Vlanif30] ip address 192.168.3.1 24
[RouterA-Vlanif30] quit

# Configure IP address 192.168.4.1/24 for GE3/0/0 on RouterA.

[RouterA] interface gigabitethernet 3/0/0
[RouterA-GigabitEthernet3/0/0] ip address 192.168.4.1 24
[RouterA-GigabitEthernet3/0/0] quit

# Configure IP address 192.168.4.2/24 for GE3/0/0 on RouterB.

<Huawei> system-view

[Huawei] sysname RouterB

[RouterB] interface gigabitethernet 3/0/0
[RouterB-GigabitEthernet3/0/0] ip address 192.168.4.2 24
[RouterB-GigabitEthernet3/0/0] quit

# Configure RouterB to interwork with the LAN-side device.

[RouterB] ip route-static 192.168.2.0 255.255.255.0 192.168.4.1
[RouterB] ip route-static 192.168.3.0 255.255.255.0 192.168.4.1

(11 NOTE

Configure the default gateway address 192.168.2.1/24 for enterprise users connected to
SwitchA.
Configure the default gateway address 192.168.3.1/24 for enterprise users connected to
SwitchB.

Step 2 Configure traffic classifiers.
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Step 3

Step 4

Step 5

# Create and configure traffic classifiers c1, ¢2, and ¢3 on RouterA to classify
packets based on 802.1p priorities.

[RouterA] traffic classifier c1
[RouterA-classifier-c1] if-match 8021p 2
[RouterA-classifier-c1] quit

[RouterA] traffic classifier c2
[RouterA-classifier-c2] if-match 8021p 5
[RouterA-classifier-c2] quit

[RouterA] traffic classifier c3
[RouterA-classifier-c3] if-match 8021p 6
[RouterA-classifier-c3] quit

Configure traffic behaviors.

# Create and configure traffic behaviors b1, b2, and b3 on RouterA to re-mark
802.1p priorities of packets with DSCP priorities.

[RouterA] traffic behavior b1
[RouterA-behavior-b1] remark dscp 15
[RouterA-behavior-b1] quit

[RouterA] traffic behavior b2
[RouterA-behavior-b2] remark dscp 40
[RouterA-behavior-b2] quit

[RouterA] traffic behavior b3
[RouterA-behavior-b3] remark dscp 50
[RouterA-behavior-b3] quit

Configure traffic policies and apply the traffic policies to interfaces.

# Create a traffic policy p1 on RouterA, bind the traffic behaviors and traffic
classifiers to the traffic policy, and apply the traffic policy to Eth2/0/0 and
Eth2/0/1 in the inbound direction.

[RouterA] traffic policy p1
[RouterA-trafficpolicy-p1] classifier c1 behavior b1
[RouterA-trafficpolicy-p1] classifier c2 behavior b2
[RouterA-trafficpolicy-p1] classifier c3 behavior b3
[RouterA-trafficpolicy-p1] quit

[RouterA] interface ethernet 2/0/0
[RouterA-Ethernet2/0/0] traffic-policy p1 inbound
[RouterA-Ethernet2/0/0] quit

[RouterA] interface ethernet 2/0/1
[RouterA-Ethernet2/0/1] traffic-policy p1 inbound
[RouterA-Ethernet2/0/1] quit

Verify the configuration.

# View the traffic classifier configuration.

<RouterA> display traffic classifier user-defined
User Defined Classifier Information:
Classifier: c2
Operator: OR
Rule(s) :
if-match 8021p 5
Classifier: c3
Operator: OR
Rule(s) :
if-match 8021p 6
Classifier: c1
Operator: OR
Rule(s) :
if-match 8021p 2

# View the traffic policy configuration.

<RouterA> display traffic policy user-defined p1
User Defined Traffic Policy Information:
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Policy: p1
Classifier: c1
Operator: OR
Behavior: b1
Marking:
Remark DSCP 15

Classifier: c2
Operator: OR
Behavior: b2
Marking:
Remark DSCP cs5

Classifier: ¢3
Operator: OR
Behavior: b3
Marking:
Remark DSCP 50

--—-End

Configuration Files

e RouterA configuration file

#

sysname RouterA

#

vlan batch 20 30

#

traffic classifier c3 operator or
if-match 8021p 6

traffic classifier c2 operator or
if-match 8021p 5

traffic classifier c1 operator or
if-match 8021p 2

#

traffic behavior b3

remark dscp 50

traffic behavior b2

remark dscp cs5

traffic behavior b1

remark dscp 15

#

traffic policy p1

classifier c1 behavior b1
classifier c2 behavior b2
classifier ¢3 behavior b3

#

interface Vlanif20

ip address 192.168.2.1 255.255.255.0
#

interface Vlanif30

ip address 192.168.3.1 255.255.255.0
#

interface Ethernet2/0/0

port link-type trunk

port trunk allow-pass vlan 20
traffic-policy p1 inbound

#

interface Ethernet2/0/1

port link-type trunk

port trunk allow-pass vlan 30
traffic-policy p1 inbound
#

interface GigabitEthernet3/0/0
ip address 192.168.4.1 255.255.255.0
#

return
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e RouterB configuration file
#
sysname RouterB
#
interface GigabitEthernet3/0/0
ip address 192.168.4.2 255.255.255.0
#
ip route-static 192.168.2.0 255.255.255.0 192.168.4.1
ip route-static 192.168.3.0 255.255.255.0 192.168.4.1
#
return
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